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Introduction

Welcome to Proper Usage of LLNL Unclassified Computers, Networks, & Peripherals

This briefing will satisfy the requirement for initial access and mandatory annual training for
all persons involved in management, use, or operation of federal computer systems.  Users
will be required to repeat this course every 12 months. It should take about 30 minutes to
complete. 

Appropriate use of LLNL’s computer resources applies to all users and includes use of
Laboratory-owned computers, computer systems, networks, storage, printers, copiers, and
portable/mobile devices, as well as all methods of access, whether local or remote. 

Internal links are not accessible from the Internet and may not be applicable to all users;
these internal links are available from the LLNL network.

A printable pdf version of this course is available.

 

Before you begin this course, be sure you are using a Lab
Supported Browser.

Please use ONLY the following browsers:

PC: Internet Explorer or Firefox
Mac: Firefox

 

 

 

Course material updated:8/1/19
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Overview

The objective of this briefing is to ensure and promote a safe and secure computer usage environment at LLNL in compliance with DOE
requirements and applicable DOE Orders 203.1, 205.1B, 470.5 to protect LLNL assets, deter, detect, and mitigate external and internal
threats, and abide by the limited use of government resources as per the LLNL Personnel Policies and Procedures.  There should be no
expectation of privacy with the use of LLNL unclassified computers, networks, and peripherals.

Topics include:

Computer, Network, & Peripheral Usage
Mobile Devices On Site
Protection of LLNL Computers, Networks, & Peripherals
How to Prevent & Report Incidents

Direct any questions to the Cyber Security Hotline at +1 925 422 4655 or to your immediate supervisor.

Users must read the following briefing and attest to the agreement before access is allowed to computers.  Violations
can result in consequences including, but not limited to, loss of access (to computers, networks, peripherals, and
media) and administrative disciplinary action.

The acknowledgement will be recorded as a completion in the LTRAIN database for this course.
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Computer Usage at LLNL

Computer resources are provided to support the Laboratory’s official business  on site or off site.

LLNL personnel, contractors, and visitors may not:

Physically connect personally-owned peripherals to their computers (e.g., speakers,
mouse, trackball, usb stick, headsets).

See Controlled Article Policy for the table of permissible uses on site.
Create, download, view, store, copy, transmit, or retransmit:

Unauthorized mass mailings (e.g. chain letters)
Sexually-explicit or sexually-oriented materials or images
Materials that support gambling, illegal weapons, terrorist operations, or
criminal activities

Infringe on or violate copyright, intellectual property, or software/data export laws.
Reveal your account password or allow use of your account by others, including family or household members.
Use LLNL equipment to:

Perform intentional circumvention of security rules
Cause destruction, denial of service, or unauthorized alteration of software, hardware, or information
Cause congestion, delay, or disruption of service to any LLNL system or network (e.g., peer-2-peer transfers)
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Non-Employee Usage

Non-employees are authorized to use government-owned equipment to perform only the
work which has been assigned; only work-related use is allowed.

The Incidental Personal Use Policy does not apply to non-employees.

Non-employees must receive authorization before using any LLNL computers or networks.
This authorization must be granted by the host program or identified in the contract
between LLNL and the person's employer.

See related policies
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Software &  LLNL Computer Usage

LLNL site-licensed software must be used in accordance with software licensing
agreements. The system's ISSO may approve the use of public-domain software if such
software is required or needed to enhance system operation.

Computer systems, whether off-site or on-site, must be protected using host-based virus
and malicious code detection software configured with current virus profiles.  Consult your
OISSO/ISSO or System Administrator for proper configurations on your computer.

On a periodic, random, or "for cause" basis, LLNL computers and networks, including other
LLNL local area networks (LANs), are monitored and inspected by CSP personnel and their
designees--this includes monitoring of electronic mail and instant messaging—there is no
expectation of privacy.
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Cloud Services at LLNL
There are three cloud computing service models used at LLNL:

Types of
Cloud
Services

Description Example

Software as a
Service
(SaaS)

The service provider hosts applications, which are available over the Internet.

Platform as a
Service
(PaaS)

A service provider platform for the development, support, and execution of applications
without the customer having to worry about the underlying hardware and software
infrastructure that supports the application, hardware, operating systems, storage, and
network capacity are rented for running existing applications, developing and testing
new ones, or external storage.

Infrastructure
as a Service
(IaaS)

The service provider runs and maintains the hardware (compute and storage) and
networking environment equipment for the customer who has some control over the
operating system, storage configuration, some networking options, and the applications
deployed. 

How do I use cloud services at LLNL?

Cloud services at LLNL must be authorized for use.

Begin the authorization process by contacting your local Organizational Information System Security Officer (OISSO). Your OISSO
will assist you through the assessment process, which involves determining:

Consequence of loss (COL)
Sensitivity of information
Ownership of information

With the exception of enterprise-level services (e.g., Office 365, Box), cloud services may only be used by the requesting
organization.  Requests to use services authorized by another organization must be approved by the OISSO and/or CSP. Click here
for a list of Approved/Denied Cloud Services.

Once a cloud service is authorized for use, users of the service must be cognizant of the highest level of information allowed to be
processed within the service.

Refer to the Cloud Authorization and Assessment webpage and CSP Policy 2710 for a description of cloud services and their associated
authorization paths and requirements.
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Laptop Usage

Perspectives

Every 53 seconds a laptop is stolen (Gartner, 12/8/2017)
LLNL employees have been victims in most of the security bullets cited below

BE AWARE. . . BE SECURE. . . BE SAFE. . .when taking laptops off site. . .

Be aware of your surroundings. Do not become so engrossed in your electronic device that
you are not aware of what is occurring around you.
Keep your valuables with you and under your control. . .Don’t leave valuables in your
vehicle, even for a short time. If you have to leave valuables or backpacks, etc. in your
vehicle, keep them out of sight.   Even if you have your laptop on your person, choose a
bag that doesn't scream, "laptop bag!"
Consider installing a cable lock on laptop computers.
Do not position laptops near exterior windows where they are subject to “smash and grab”
type theft.
Park in busy, well-lit areas and, when possible, avoid isolated parking lots.
Park somewhere BEFORE you get to your destination, power down all electronics and place
the items in the trunk. Thieves are watching, and placing a laptop bag or backpack in your
trunk when you park and leave is a good way to find it gone when you return.  If you leave
the power on, thieves can locate your device.
If you have a vehicle alarm system, use it.
Always make sure all vehicle doors are locked.
Keep electronic devices password protected, create backup copies of important data and install tracking software.
Document the serial numbers of all your electronic devices. If a device is stolen it can be returned to the owner when found if the
serial number is documented in a police report.
Don’t risk harm by chasing or grabbing a looter.
If you can safely obtain the license plate and description of any suspect vehicle, this will aid in the response and investigation to the
crime.
Report suspicious behavior immediately. If you see something that doesn't seem right, be sure to report it to the Police
Department. The Livermore Police Department Dispatch Center non-emergency line is (925) 371-4987.
To report a lost or stolen laptop, see https://business.llnl.gov/property-management/#lostproperty
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Laptops on Foreign Travel

Laptops and media containing sensitive unclassified information leaving the site must
have full disk encryption (see your ISSO or System Administrator for requirements). 

Laptops on foreign travel (LOFT) must be loaned from the Institutional LOFT pool.  Use
ServiceNow to request a LOFT laptop.  Have LOFT questions?  Search ServiceNow, email
loft@llnl.gov, or contact the LivIT Service Desk at x 4-HELP.

Use discretion when taking laptops and information off-site—be aware of carrying
sensitive information and don’t take anything you don’t need.

Employees cannot take their standard LLNL laptops, tablets or USB drives to conduct
business while on foreign travel.  In accordance with Cyber Security Program Policy 2360,
Laptops on Foreign Travel (LOFT) laptops and encrypted USB drives must be used to
process LLNL data when on foreign travel.  LOFT, an institutionally-funded service delivered
through Livermore Information Technology (LivIT), provides a loaner laptop and encrypted
USB drive to any employees (including foreign nationals) who need to perform LLNL business
in a foreign country (business travel or vacation).

Travelers may also want to consider the following additional items to process LLNL data in a foreign country:

Loaner iPhone
Loaner iPad
Your LLNL-issued iPad (must be provisioned through LOFT)
Your LLNL-issued iPhone (must request international service)
Loaner hotspot or data card (for LOFT laptop Internet connection)
Encrypted USB drive (must be provisioned through LOFT)

Use ServiceNow to request a LOFT laptop, loaner mobile device (phone, iPad, data card), and/or international cellular service.
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Taking Mobile Devices Off Site

Laptops, iPads, iPhones, and Androids*

Laptops and media containing sensitive unclassified information leaving the site MUST
have full disk encryption (see your ISSO or System Administrator for requirements; see
your OISSO or IT Manager for exemptions).  Use discretion when taking laptops and
information off-site—be aware of carrying sensitive information and don’t take anything
you don’t need. 

Foreign Travel—business or vacation:

Only Laptops on Foreign Travel (LOFT) Program Laptops are allowed on Foreign Travel for
business or vacation—this is not optional—refer to CSP Policy 2360, Taking LLNL Portable
Computing Resources and Data on Foreign Travel.

Checking out a loaner is easy:

LOFT Laptop Request
Borrow a Loaner Mobile Device

iPads, iPhones, and Androids* must be configured by LOFT pool personnel:

iPads - see CSP Procedure 2360-A.
Androids* - see CSP Procedure 2360-B.

*  primary LLNL mobile devices are iPhones

Domestic Travel—business or vacation:

LLNL issued laptops are allowed on domestic travel with full disk encryption to conduct official business and on vacation travel.

Cell Phones

An LLNL managed cell phone can be taken on business travel or vacation for domestic or foreign travel.  For foreign travel, request
International Service, or borrow a loaner using the ServiceNow instructions:

Request international coverage for your LLNL Cellular device.
Borrow a loaner mobile device. 
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Computer Access Usage Policies

All authorized users (employees, non-employees, and collaborators) must read and abide by the following CSP computer usage policies:

CSP Policy 2329, Proper Use of LLNL Computers and Networks, describes authorized
actions, privacy, software, password setting, encryption, and protection requirements in
order to be granted access.

LLNL employees who are U.S. citizens are granted access to use LLNL
computers;
Non-employees who are U.S. citizens must receive host/contractual
authorization before using any LLNL unclassified computers;
“At no time may unauthorized users have remote/shared control of LLNL
systems,” per CSP Policy 2035.
Foreign Nationals (FNs) obtain access to LLNL cyber systems from the Visitor
Tracking System (VTS) which provides Blue Network access through the LLNL
Institutional Unclassified System Security Plan hosted by an LLNL employee. 

FNs are allowed remote access (VPN-B) to the Blue network. 
Sensitive Country Foreign Nationals (SCFNs) may NOT have remote access to the LLNL Restricted (Yellow) network.   
See CSP Policy 2311 and CSP Policy 2021 for FN cyber access instructions.
If the subject matter does not require a VTS (i.e., it is approved for public release), a Webex/MS Teams in itself does
not require one.
Hosts must be aware of foreign national participation on the far end as well as locally if the subject is not approved for
public release.
Screen sharing via audio/video teleconferencing  (e.g., Webex) is allowed without a VTS as long as the FN is not
given remote control of any computer being shared

Remote Access

CSP Policy 2028, Protecting LLNL Employee Remote Computer Systems, reminds us:
The security of remote computers is increasingly important to the overall security of LLNL’s computer networks.

Symantec Endpoint Protection is available for download for users with a valid OUN or OTP.
 Unprotected home and travel computers (particularly those with broadband, “always-on” links) are easy targets for viruses,
worms, and hackers.
The HSPD-12 badge contains Personally Identifiable Information (PII) of the person to whom the card was issued.  If the
badge holder chooses to put their HSPD-12 badge into a non-government computer, the badge holder assumes responsibility
for their PII read by the computer. The security of the non-government computer is the user’s responsibility, and failure to
maintain security of their system could result in the loss of PII.
 If a remote system is discovered to be out of compliance with this policy, the user’s remote access to the Yellow Network will
be suspended and both the employee’s Associate Director and the Laboratory's Chief Information Officer (CIO) will be
notified.

Incidental Personal Use

Allowable incidental personal uses include travel, shopping, medical, or special interest sites. The Laboratory supports the business
use of social media technologies such as Facebook, Twitter, LinkedIn and YouTube.
LLNL employees must read and abide by the Incidental Personal Use of Unclassified IT Resources section in the LLNL Personnel
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Policies & Procedures Manual.
Personal use of LLNL classified computing resources is prohibited.
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1. Click on the items below that you as an LLNL employee under the Incidental Use policy are permitted to
download, view, store, copy, transmit, or retransmit?

 Gambling site
 Cooking site
 Travel site
 Chain letter

 Social media site 
       (i.e., Facebook, LinkedIn, Twitter & YouTube)

 Shopping site
 Pornography site
 Medical site

 

2. Laboratory employees may make incidental personal use of LLNS IT resources if that use meets all of the
following criteria:

Does not involve resources designated for classified systems;
Does not involve personal gain;
Does not directly or indirectly interfere with Lawrence Livermore National Security, LLC's operation of
electronic communications resources;
Does not interfere with the employee’s work assignment at Lawrence Livermore National Security, LLC;
Does not burden Lawrence Livermore National Security, LLC with noticeable incremental costs [de minimus
expense];
Does not bring discredit to Lawrence Livermore National Security, LLC or cast significant doubt on the
employee's reliability or trustworthiness or otherwise affect an employee's ability to work effectively or
harmoniously with others; and
Does not support outside business activities,
Does not involve the creating, downloading, viewing, storing, copying, or transmitting of sexually explicit
or sexually oriented materials; or images or materials related to gambling, illegal weapons, terrorist
operations, or criminal activities, and
Does not violate other laws, or otherwise constitute an unauthorized use under this or other Lawrence
Livermore National Security, LLC policies or guidelines. 

 a. True
 b. False
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Mobile Device Overview

Bringing non-government-owned devices on site is allowed.   However, significant vigilance is required, as government and non-
government owned devices are prohibited in:

Secure Spaces
Enhanced Security Areas

Limited Area Spaces

Within Secure Space are areas called Enhanced Security Areas
which may include areas that have insufficient separation; generate,
process or discuss Sensitive Compartment Information (SCI), Special
Access Program (SAP), Top Secret Information, and Sigma 14, 15,
or 20; conference rooms designated for any classified discussions; or
for any other programmatic need to restrict wireless in the area.

Non-government owned devices are prohibited in VTRs.

 

Non-government owned laptops will be allowed in Limited Areas upon
approval of a Controlled Article Permit (CAP).

Approved medical devices will be allowed in Limited Areas after approval.
 Information regarding medical device approval can be found at
https://www-csp.llnl.gov/mobile/medical-devices. 

Become familiar with the mobile device stickers, signs, and rules in the likely
event you or a visitor carries one!  Refer to Mobile Device information.

** Refer to Reference Guide describing all signs and
stickers. **

Managed Limited Area

Mobile devices (government/non-government) are allowed
in this area.
No classified processing allowed.
Ad hoc classified discussions can occur after removal of all
mobile devices and laptops/tablets without an orange
APPROVED sticker. 
View additional requirements.

https://csp-training-dev.llnl.gov/CS0149-W/index.html
https://security-r.llnl.gov/content/assets/docs/controlledArticlePolicy.pdf
https://www-csp.llnl.gov/mobile/medical-devices
https://www-csp.llnl.gov/mobile
https://www-csp-dev.llnl.gov/resources/signs-stickers
https://www-csp-dev.llnl.gov/resources/signs-stickers
https://www-csp.llnl.gov/resources/signs-stickers-details


Secure Space

Classified discussions may occur.
Processing on National Security System (NSS) is allowed.
No mobile devices allowed (including government/non-
government).
US government laptops/tablets with APPROVED sticker
allowed. 
View additional requirements.

Enhanced Security Area

No mobile devices (including government/non-government
owned cell phones) allowed in these areas.
Includes designated classified conference rooms.
Classified discussions and processing allowed; sufficient
acoustic and electromagnetic isolation is required.
US government laptops/tablets allowed must have both the
APPROVED and WIRELESS DISABLED stickers.
View additional requirements.
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On-Site Mobile Device User Privileges

Extension of on-site user privileges for mobile devices is associated with responsibilities
depending on device, location, and purpose of use.

LLNL requirements for use of electronic devices fall under two categories:

1. U.S. government-owned/LLNL-managed
2. Non-U.S. government-owned

U.S.-government-owned devices and non-U.S. government-owned devices are
allowed in Property Protected Areas (PPA), General Access Areas (GAA), Limited
Areas (LA) and some LA buildings depending on the designation/signage.
Only U.S. Government-owned devices with proper stickers applied by IT personnel
will be allowed in Limited Area buildings/rooms for classified discussions.
Mobile devices may not be used for processing classified information.
Cellular phones are not allowed in classified discussions.

LLNL-managed devices will have appropriate stickers affixed.

The APPROVED sticker means the device may
be present in classified discussions. This sticker
is used when no camera or microphone are in
the device or the microphone is physically
disabled and the camera lens is covered with
bar code sticker.

The WIRELESS DISABLED sticker means the device is allowed in
areas where wireless is prohibited. Either no wireless capability is in
the device or the wireless capability is physically disabled.

See complete Signs and Stickers chart for further information.

NOTE:  These signs and stickers are for LLNL electronic devices. However, there are other mobile devices, both personal and LLNL-owned,
that may have restrictions due to imbedded technology. Please refer to Prohibited and Controlled Article information at the Security
Organization website.

Camera Usage

Cameras in U.S. Government owned electronic devices may be used for business purposes
Cameras in non-U.S. Government owned electronic devices may not be used on site without a Controlled Items Permit (CIP)

See Cyber Security Policy 2026  for guidance and Mobile Device Rules & Regulations.
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Rules for Limited Area/Secure Space Use of Mobile Devices

In Limited Area buildings and rooms, the concern is microphones and cameras for classified discussions:

If you are hosting a meeting in a Limited Area building, you must ensure proper signage (see the signage chart) is in place
before the meeting begins and are responsible for ensuring participants remove un-allowed devices BEFORE a classified discussion
begins.
During classified meetings or discussions

Devices with microphones enabled (not physically disabled) are never allowed during classified discussions and must be
removed from the room — this includes all cell phones.
LLNL-owned devices with the microphone physically disabled, the camera covered with the appropriate camera cover/sticker,
and marked with an APPROVED sticker are allowed.

When classified is being processed, camera lens must be covered. Software disablement is not sufficient for a camera to be
considered disabled. Cameras must be physically disabled or lenses covered.
Bluetooth headsets and handsets are never allowed in classified discussions.
Foreign Nationals (FNs) may NOT bring mobile devices into a Limited Area building.
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Other Limited Area Signage

The rules for bringing, storing, using mobile devices and having classified discussions in Limited Area buildings is designated by
appropriate signage.  Below are additional signs to look for when visiting a Limited Area building.

No classified discussions are
allowed.

Storage of mobile devices is
NOT allowed due to insufficient

separation from classified
discussions or processing.

Storage of mobile devices is
allowed due to adequate
separation from classified

discussions and processing.

Some locations may also post
this reminder that new mobile

device rules are in effect in that
building.
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Mobile Device Usage in Limited Area/Secure Space

All computers and mobile devices without approved stickers (see the sticker chart) are assumed to have wireless, microphone,
and/or camera enabled. Non-mobile devices (desktop computers, servers, and peripherals) must have the APPROVED sticker to be
in a Limited Area space within a building.
In Limited Areas/Secure Spaces, location restrictions for mobile devices are about separation and policy requirements.  Areas may
be marked with a NO WIRELESS sign to maintain separation requirements from processing.   Another example of the NO WIRELESS
sign would be a VTR where separation distances can’t be maintained.  

Electronic devices must have the WIRELESS DISABLED sticker to enter
areas posted with this sign.

No Government or Personally Owned Mobile Devices are allowed
in Secure Space
Government owned laptops are allowed (with APPROVED sticker)
in Secure Space

New Separation Requirements

The basic separation distance between classified processing
equipment (e.g., computers, servers, routers, switches,
encryptors, vIPers, etc.) and unclassified laptop computers with
high power transmitters (e.g., WiFi, cellular) is 3 meters (~10
feet)

While inside a Limited Area/Secure Space building, government-owned mobile devices must maintain proper separation from
classified computing.
Security rules require 'stationary' computers and electronic devices to maintain proper separation distance from classified
processing (e.g., computers, printers, copiers, multi-function printers, scanners, digital senders, faxes, and monitors).  Stationary
also includes devices on the person while seated at a desk or table.
Separation requirements do not apply to incidental, brief proximity occurring while the device is being used in transit within a Buffer
Zone for example.
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Transit/Buffer Space, Designations, & Reporting Prohibited Devices

Within Transit/Buffer Space:

Provide at least 5 meters (approximately 15 feet) of space between Secure Space and lower level
security areas
No classified discussions allowed because portable electronic devices are allowed to pass through this
area
No classified processing may occur in this area
All mobile devices (government/non-government) may be carried but may not remain in this area
View additional requirements.

 

The reference guide will help you become familiar with the designations and rules for each area.
To determine which mobile devices are allowed in various areas, see the Controlled & Prohibited Articles Decision Tree.
If you accidently bring a mobile device into a prohibited area, please report to both the appropriate Directorate Security
Officer (DSO) and the Security Incident Reporting Office (SIRO) at 925-424-7476 (ext. 4-SIRO).
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Connecting Non-U.S. Government-Owned Mobile Devices

Mobile Device On-site Rules

Non-LLNL-managed computers and mobile devices are prohibited from connecting to the
restricted network (Yellow) and to LLNL equipment connected to the Yellow network, including
devices with no identifiable owner.
Non-LLNL-managed computers and mobile devices are allowed to connect to the LLNL Guest
network, LLNL managed Apple TVs, and to non-networked equipment with no storage capability
(e.g., standalone projectors).  There should be no expectation of privacy while connected to the
LLNL network. 

See "How to Determine which wireless network is right for you".
Instructions on how to access the LLNL Guest wireless network.

To obtain approval to connect an electronic device to our network or equipment if there is a business need:
The OISSO may review and approve requests for connections of a non-LLNL managed computer or electronic devices to
unclassified LLNL networks or equipment using F2026
See CSP Policy P2026 on connection to LLNL Networks and Devices. 

For example, course materials, including thumb drives/DVD/etc., are considered LLNL property and may be connected.
Non-U.S. Government-owned mobile devices are prohibited in Vault-type Rooms (VTRs).
Employees and guests may connect to the LLNL-GUEST wireless network following the prompts.
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Bring Your Own Device

LLNL has a Bring Your Own Device (BYOD) program in effect providing employees the convenience of using their personal-owned device
for official business under these conditions.   

Voluntary participation.
BYOD device is an LLNL employee’s personally-owned device that is part of the BYOD
program.
Tablets and smartphones are the only devices presently in the BYOD program.
Personally-owned devices part of the BYOD program are required to store LLNL data
in the Mobile Device Management (MDM) container—this means the device is "LLNL
managed."
BYOD camera or audio recording features may not be used on site except through the
MDM container.
Participant agrees/signs LLNL usage requirements, policies, and awareness
statements (see BYOD web pages and CSP Policy 2026).
BYOD program follows all other mobile device rules on-site.
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Do You Know?

1. All of the devices below are allowed in General Access Areas, Property Protected Areas, and Limited Areas; which
of these devices may remain in a room where a classified discussion is taking place? (check the boxes beside the
pictures)

   

Personal phone LLNL iPhone 
or Smartphone

Personal iPhone 
or Smartphone

   

Approved sticker laptop   Personal iPad

 

2. Non-U.S. government owned devices may be connected to the LLNL "restricted" (yellow) network without prior
approval from an OISSO.

 a. True
 b. False

3. U.S.-government-owned devices and non-U.S. government-owned devices are allowed in Property Protected
Areas (PPA), General Access Areas (GAA), Limited Areas (LA) and some LA buildings depending on the
designation/signage.  

 a. True
 b. False

4. LLNL-managed iPhones and Smartphones are allowed in classified discussions.

 a. True
 b. False

5. An LLNL managed laptop must have an APPROVED sticker and a barcode label sticker over the camera in order to

https://csp-training-dev.llnl.gov/CS0149-W/index.html


be present in a classified discussion. 

 a. True
 b. False
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Protection of LLNL Computer Systems

Message from the CIO

LLNL and its employees (YOU) are constantly under attack by hackers and cyber criminals.  There is
always a balance between how much risk we take versus how secure we make the environment—and it
must be a conscientious choice!

Doug East, Chief Information Officer (CIO) at LLNL, suggested, “Protect yourself and your information . .
. outside world personal information, LLNL classified and unclassified information, intellectual property,
export controls . . . you’re helping us protect and defend that data from the hands of those who
shouldn’t have it.”  Despite our good internal defenses, we are still vulnerable and bad guys can still get
into our networks.  It takes a long time and many assets to recover from an attack.

Pay Special Attention to spear phishing attacks:

 Email sender information that mimics the real thing.
 What it is asking the user to download or what type of information is solicited.
 Executable meant to look like a PDF document which can download malware on your
system.

The Cyber Security Program provides a defensive computer posture at LLNL.  For assistance, contact the
LivIT Service Desk at x 4-HELP or search ServiceNow.

Some of the tools and measures are:
(Click on menu bars below for definitions.)

Authentication

At LLNL, computer users are asked to authenticate using institutionally-managed credentials to keep cyber thieves and hackers from
stealing protected information or compromising networks and to provide assurance that the user is authorized and identified when
accessing LLNL computer networks.

LLNL institutionally-managed credentials include:

Official User Name (OUN)
Active Directory (AD) login
One Time Password (OTP) tokens for remote access
Multi-Factor Authentication (MFA)

Warning banner

https://csp-training-dev.llnl.gov/CS0149-W/facts.html
https://csp-training-dev.llnl.gov/CS0149-W/index.html
https://csp-training-dev.llnl.gov/CS0149-W/facts.html
https://answers.llnl.gov/portal/ss/index.jsp


Institutional protection services
Password protection
Encryption/anti-virus protection
Email protection
Information protection - PII
Information protection - UCI and Classified
Physical Protection Measures
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The Cyber Security Program provides a defensive computer posture at LLNL.  For assistance, contact 
the LivIT Service Desk at x 4-HELP or search ServiceNow.

Some of the tools and measures are: 
(Click on menu bars below for definitions.) 

Authentication 

Warning banner 

Doug East, Chief Information 
Officer (CIO), LLNL 

� 

The warning banner warns users at access point of proper use, monitoring, and consequences as set forth in the National Insider 
Threat Policy/Minimum Standards and applicable DOE Orders 470.5, 203.1, 205.18. 

**WARNING**WARNING**WARNING**WARNING**WARNING** 

This is a Department of Energy (DOE) computer system. DOE 

computer systems are provided for the- processing of official U.S. 

Government information only. All data contained within DOE 

computer systems is owne-d by the- DOE, and may be audited, 

intercepted, re-corde-d, re-ad, copie-d, or captured in any manner 

and disclosed in any manner, by authorized personnel. THERE IS 

NO RIGHT OF PRIVACY IN THIS SYSTEf,t. System personnel may 

disclose- any potential evidence- of crime- found on DOE computer 

systems to appropriate- authorities. USE OF THIS SYSTEf,t BY ANY 

USER, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES CONSENT 

TO THIS AUDITING, INTERCEPTION, RECORDING, READING, 

COPYING, CAPTURING, and DISCLOSURE OF COf,tPUTER 

ACTIVITY. 

**WARNING**WARNING**WARNING**WARNING**WARNING** 

Institutional protection services 

Password protection 

Encryption/anti-virus protection 

Email protection 

Information protection - PIT 

Information protection - UCI and Classified 

Physical Protection Measures 
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LLNL and its employees (YOU) are constantly under attack by hackers and cyber criminals. There is 
always a balance between how much risk we take versus how secure we make the environment-and 
it must be a conscious choice! 

Doug East, Chief Information Officer (CIO) at LLNL, suggested, "Protect yourself and your information 

, , outside world personal information, LLNL classified and unclassified information, intellectual property, 
export controls , , , you're helping us protect and defend that data from the hands of those who 

shouldn't have it." Despite our good internal defenses, we are still vulnerable and bad guys can still 
get into our networks. It takes a long time and many assets to recover from an attack. 

Pay Special Attention to spear phishing attacks: 

• Email sender information that mimics the real thing.

• What it is asking the user to download or what type of information is solicited.

• Executable meant to look like a PDF document which can download malware on your
system. 

The Cyber Security Program provides a defensive computer posture at LLNL.  For assistance, contact the 
LivIT Service Desk at x 4-HELP or search ServiceNow.

Some of the tools and measures are: 
(Click on menu bars below for definitions.) 

Authentication 

Warning banner 

Institutional protection services 

Preventative protection measures include: 

• Vulnerability scanning

• Firewalls

Doug East, Chief Information 
Officer (CIO), LLNL 

o The Web proxy, Palo Alto Networks Next-Generation Firewall provides a secure perimeter for LLNL networks.

o Insulates users from the Internet by blocking access to many inappropriate sites, users are still responsible to insure that
unblocked inappropriate sites are not accessed. 

o Logs all Web traffic, 

• Intrusion Prevention System (JPS) tools 

• Intrusion Detection System (IDS) tools 

Contact CSP's Cyber Security Operations Center (CSOC): imt@lists.llnl.gov 

Password protection 

Encryption/anti-virus protection 

Email protection 

Information protection - PIT 

Information protection - UCI and Classified 
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• Email sender information that mimics the real thing.

• What it is asking the user to download or what type of information is solicited.

• Executable meant to look like a PDF document which can download malware on your 
system. Doug East, Chief Information 

Officer (CIO), LLNL 
The Cyber Security Program provides a defensive computer posture at LLNL.  For assistance, contact the 
LivIT Service Desk at x 4-HELP or search ServiceNow.

Some of the tools and measures are: 
(Click on menu bars below for definitions.) 

Authentication 

Warning banner 

Institutional protection services 

Password protection 

Password protection includes: 

• User awareness of password policies

o Do not share passwords.

o Create strong passwords using phrases & symbols. 

• Automated rules on creation of passwords that contribute to the effectiveness of password protection

• Consider the following when creating strong passwords:

o First, select a short phrase. It can be from a favorite song, movie, or book, anything you'll remember. 

• For an example, use "Choosing a strong password is Easy."

• Use only the first letter of each word in the phrase. In the example, this yields "CaspiE." 

o Second, select a single-digit number. Use the last digit of the year you were born, or of your home phone number, or zip 
code.

o Finally, select a non-alphanumeric character from the keyboard. (! @ # $ % & * + ?) 

• One possible example is: Cas3piE#

Encryption/anti-virus protection 

Email protection 

Information protection - PIT 

Information protection - UCI and Classified 

Physical Protection Measures 
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Entrust is the Institutional standard encryption for email and documentation. 

Doug East, Chief Information 
Officer (CIO), LLNL 

Symantec Endpoint Protection (SEP) is the Institutional standard anti-virus and malware protection software. 

Bitlocker for Windows and FileVault for Mac are also used for full disk encryption. 

Email protection 

Information protection - PIT 

Information protection - UCI and Classified 
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Authentication 

Warning banner 

Institutional protection services 

Password protection 

Encryption/anti-virus protection 

Email protection 

Email protection includes: 

• Anti-spam

• Anti-virus

• Attachment blocking

Doug East, Chief Information 
Officer (CIO), LLNL 

The Laboratory's policy on incidental personal use of government owned computers allows employees to purchase personal
items to be shipped to their home address.

When buying items on-line, it is recommended that employees provide their personal email instead of their LLNL email.

With the prevalence of database hackers, it is important to protect information that identifies you as an LLNL employee, or 
mistakenly identifies you as a government employee by virtue of your email address ending in ".gov", Using your LLNL email 
could make you viewed as a valuable asset by adversaries and potentially make you a target.

THERE IS NO RIGHT OF PRIVACY ON LLNL SYSTEMS, this includes monitoring of electronic mail and instant messaging.

Information protection - PIT 

Information protection - UCI and Classified 

Physical Protection Measures 
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Warning banner 
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Information protection - PII 

LLNL has standards regarding transmittal, storage, and destruction of data and media. 

Personally Identifiable Information (PI!) 

Doug East, Chief Information 
Officer (CIO), LLNL 

• Report loss or unauthorized disclosure of PI! immediately to your supervisor, program manager, Information System Security
Officer (ISSO) , or Organizational Information System Security Officer (OISSO).

• Seek permission of your manager or other authorized manager as required to take electronic or documented personal data off
site.

• Encrypt PI! when taken off site. Contact your Supervisor, ISSO, or System Administrator for guidance.

• PI! must be removed from mobile devices, laptop computers, or the Mobile Device Management (MOM) application(s) on mobile
devices when no longer required for current business purposes. A supervisor must approve PI! stored on mobile devices for more
than 90 days,

Information protection - UCI and Classified 
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Unclassified Controlled Information (UCI) 

Your security responsibilities include: 

• Guard classified and unclassified controlled information (UC!) from unauthorized access or disclosure

Doug East, Chief Information 
Officer (CIO), LLNL 

• Do not leave your office or workspace unlocked during off-hours or when it is unattended-log off your computer when not in
use

• UC! information must be encrypted on all computers, electronic devices, and Electronic Storage Media (ESM) taken off-site.

Refer to CSP Policy 2029, Encryption of Computers, Electronic Devices, and ESM off-site.

Classified Information 

• Anyone working with classified information must take the online course, CS0llS-W, Training for Users of Classified Information
Systems

• Employees contact your OISSO, ISSO, or System Administrator; non-employees contact your host for instructions.

Classified /Unclassified Information 

• All systems must be protected with a password

Physical Protection Measures 
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Physical Protection Measures 

Doug East, Chief Information 
Officer (CIO), LLNL 

Physical protection of LLNL computer systems is bound by location, type of equipment, and type of information processed. See your 
ISSO for guidance on placement, installation, or movement (e.g., ergonomic evaluation improvements) of any LLNL computer equipment 

on site. 

Both unclassified and classified systems are built to automatically screen lock; however, screen lock controls can be overridden either 
by an application or unauthorized user action. If your computer does not automatically activate, contact your technical support to 
have it configured properly. See Screen Lock Controls for unattended computers/inactivity. 

Classified computing components must be identified with a label that has a red and white 
striped border with black text on a white background. Movement of hardware with this 
label is restricted. Personnel are not to remove items with this label from their existing 
security environments. Movement of components with these labels must be completed 
with the ISSO. 

This label is used for marking classified input/output devices (such as Central Processing 
Unit, drives, and printers). These labels are to be used as a conspicuous external label 
indicating the highest classification and most restrictive category of the information 
allowed to be processed by the system/components. 

For more information on these labels see CSP Policy P4337. The Keyboard and Mouse devices do not require marking. 
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Video Web Conferencing

When using LLNL authorized video web conferencing services (e.g., Webex, MS Teams),
be aware of:

Announcing the level of data being shared
Protecting sensitive unclassified information/unclassified controlled information (if
recorded*) at the same level it’s being shared
Sharing information on WebEx/MS Teams without a FN Visitor Tracking System
(VTS) in place is only allowed when all of the information to be shared is approved
for public release Information Management (IM)
Announcing the recording of the session and a release option of attendees to log
off
Passing the host/presentation role (only host has recording capability)
Having a plan for storing and deleting the Webex recording
Admitting only known/authorized participants to the meeting

When prompted to choose your audio connection:

Select the ‘Call using computer’ (laptops/desktops) or
Select the ‘Use Internet for audio’ (Webex mobile app) options, the call is ENCRYPTED.

*Encryption must be enabled by all attendees to share sensitive unclassified information, making it more secure than dialing into Webex
from a telephone (landline, cell phone, Jabber softphone). 

Approved & Supported LLNL Video Web Conferencing Platforms for Sensitive Unclassified Information:

Cisco Webex
Microsoft Teams
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Requirements When Conducting a Video Web Conference

When sharing screens or applications, share only the files for the meeting – ideally, close all other applications on the desktop
Verify attendance and need-to-know – invitation list must be verified with call-in users
Announce the level of sensitivity of the unclassified information, e.g. OUO at the start of the meeting with reminders during Q&A

Set Webex and Microsoft Teams to only allow connections via the application or VoIP for meetings with OUO
Select the Webex end-to-end encryption template for meetings with information that must be encrypted in transit or have
export control restrictions such as NNPI, ECI, and UCNI

No recordings of the meeting without acknowledged consent (CA Law)
Recordings stored to the local system must be protected in accordance with the sensitivity of the meeting information and
may only be stored on an LLNL issued device or approved cloud service
Do not post screenshots, photos used during a video web conference on any personal device or social media
without following Information Management (IM) procedures.

Other approved but unsupported video web conferencing platforms that can be used to share non sensitive information shown
below**

**Sponsors, Collaborators, or others in the Enterprise may host with these platforms, BUT as an LLNL participant be sure to know the
level of information approved.
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How YOU Must Help

The Internet offers a world of opportunities and is a way of life for us today; yet such convenience in the
information age comes with risks.  Practice online safety today and every day in your personal and professional
life.

Protect your personal information—it’s valuable!
Protect LLNL intellectual property and sensitive information appropriately—it’s in the national interest
and it’s your job!
Stay vigilant for phishing emails, unsolicited phone calls, and suspicious web sites, apps, or social media
asking for personal information or passwords.  ANYONE can be targeted and tricked into causing harm by
clicking on a link or providing credentials through phishing or other exploits designed to let attackers
pose as legitimate users/insiders to access privileged information, take down a system, or spread
malware.
Know who you’re dealing with online—look up a physical address and a working telephone number of
online vendors.
Update anti-virus, anti-spyware, and firewall protection regularly.
Set up your operating system and Web browser software properly and update them regularly—select
high enough security to reduce your risk online.
Protect your passwords—do not share passwords; create strong passwords by using phrases & symbols.
Know who to contact if something goes wrong online.
STOP & THINK BEFORE YOU CLICK!
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Social Media

Using Social Media and Internet — Be Aware

Social media sites are common hunting grounds for cyber criminals to use social engineering for nefarious activity.
Posting personal information (hobbies, vacations, affiliations, practices, opinions) or sensitive job duties can make you a target for
social engineering attacks.
Internet activities make it easy for adversaries to find information about you, your family, your routine or even location-based
metadata embedded in mobile photos—remember what you post is public and permanent!
When using government resources for incidental use, it is highly recommended employees provide their personal email instead of
their LLNL email. With the prevalence of database hackers, it is important to protect information that identifies you as an LLNL
employee, or mistakenly identifies you as a government employee by virtue of your email address ending in ".gov." Using your
LLNL email could lead adversaries to see you as a valuable asset and potential target.
See Staying Safe on Social Networking Sites for more security tips.
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Don't take the bait — see tips
to avoid phishing scams.
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Phishing

On a periodic basis LLNL's Cyber Security Program runs targeted phishing exercises designed to test our
training programs and is a method of testing considered a "best practice" in the industry. The email
might look like this:

If an employee clicks on a link or attachment, he/she is sent to an educational page; the information is kept confidential and used for
statistical purposes. If you suspect that you have received a phishing email at work follow our procedures for reporting it immediately:

REPORT phishing, or suspicious email by using the 'Report Phishing' button available on the Outlook menu on Windows, Mac, and OWA.

You can report all spam, phishing, or suspicious email to
spam@llnl.gov (forward as attachment) or use the 'Report Phishing'
button available on the Outlook menu on Windows, Mac, and OWA.

This knowledgebase article provides detailed steps on both
methods: How to: Report spam, phishing or suspicious email in
Outlook.

Windows Mac OWA

 

Privacy & Legal Notice
LLNL-WEB-466551

Last updated September 29, 2020 For questions about this course,
contact Brenda Ianiro.

http://www.llnl.gov/
https://csp-training-dev.llnl.gov/CS0149-W/index.html
mailto:span@llnl.gov
https://llnl.service-now.com/kb?id=kb_article_view&sys_kb_id=be9a1af2db715fc81a9efd0e0f961998
https://llnl.service-now.com/kb?id=kb_article_view&sys_kb_id=be9a1af2db715fc81a9efd0e0f961998
http://www.llnl.gov/disclaimer.html
http://www.llnl.gov/disclaimer.html
mailto:ianiro1@llnl.gov


CS0149-W
Proper Usage of LLNL Unclassified Computers, Networks, &
Peripherals

Introduction

Computer, Network & Peripheral
Usage

Mobile Devices On Site

Protection of LLNL Computers,
Networks, & Peripherals

How to Prevent & Report Incidents

How YOU Must Help

Social Media

Phishing

Do Your Part

Unsolicited Phone Calls

Getting Help & Reporting Incidents

Acknowledgement

Do Your Part

User's vigilance remains vital to the Lab's cyber security.
Make sure systems are patched (watch the BCB icon on your desktop menu), and if something doesn't seem right, report it to your
supervisor or computer support staff, or use the references provided in the "How to Prevent & Report Incidents" section of this
briefing.
Waves of highly-targeted e-mail attacks (phishing or spear-phishing) are the primary initial infection vector used to compromise
computers that have Internet access.

Click on the video below to learn how to DO YOUR PART and remain vigilant.

 

For more information, visit https://www-csp.llnl.gov/security-ops-center/phishing.
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Unsolicited Phone Calls

Criminals making phone calls to lure victims into divulging personal and proprietary information with the
intent to gain control of a computer and for monetary gain is a related cyber threat.  Some even go as far
as looking at company (or social networking) websites to gather background information leading you to
believe they are legitimate. 

While LLNL-owned and managed computers, peripherals, networks, and devices employ intrusion
prevention tools and standards, receiving direct contact phone calls is also a threat.

Protect yourself, your information, and LLNL assets by exercising vigilance when receiving phone calls (at
work, at home, and on travel) requesting information about your computer or any personal or proprietary information.   

Should you receive a phone call that could be a scam, remember:

Confirm the caller’s identity — ask for a name and number to call back or investigate their web site.
Never give passwords or information the caller should already have (like your account number).
Be suspicious and don’t trust an offer that’s too good to be true, requires urgent action, or is calling at random.

Scenario

You arrive in your hotel room after a long day of travel and delays.  The phone rings in your room, and you are greeted by the
hotel receptionist who explains that there must have been some system problem when you checked in.  He wants to verify
your credit card number to guarantee payment of the room expenses. 

What is the best action to take?

 a. Ask if this could wait until the morning. 
 b. Get out your credit card and give him the number, expire date, and code on it. 
 c. Hang up immediately and go to the front desk.
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Getting Help & Reporting Incidents

Download this information in pdf format

Incident: Call: Email/Web:

Questions or assistance Cyber Security Program Hotline 
925-422-4655

925-403-4552 (off hours)

LivIT Service Desk online or at x 4-HELP
(925-424-4357)

Cyber Security site 

 

ServiceNow

Loss or suspected loss of PII Cyber Security Program Hotline 925-422-
4655, or 
925-403-4552 (off hours)
within 30 minutes of discovery

csoc@llnl.gov

Inadvertently placed classified
information onto an unclassified system
or classified spillage (e.g., an email sent
or received with classified information)

Your Organizational Information System
Security Officer (OISSO)/Information
System Security Officer (ISSO)

or the Cyber Security Program Hotline
925-422-4655,
925-403-4552 (off hours) immediately

OISSO site 

Refer to CSP IM2339 for detailed
instructions.

Phishing or Suspicious email Cyber Security Program Hotline 
925-422-4655

925-403-4552 (off hours)

Report SPAM email

 

Clicked on a bad link on an LLNL
computer

Cyber Security Program Hotline 
925-422-4655

Laboratory personnel working during off-
hours, may contact the IMT cell phone at
925-403-4552

csoc@llnl.gov

Email specifically mentions LLNL, DOE, is
threatening to National Security,  or
seems suspicious or targeted

Your OISSO/ISSO

If you are unable to contact your OISSO,
contact the Cyber Security Program
Hotline 925-422-4655

Laboratory personnel working during off-
hours, may contact the IMT cell phone at
925-403-4552

OISSO site

csoc@llnl.gov

Potential security incident - It is the Security Incidents Reporting Office Security Incident Reporting Office site

https://csp-training-dev.llnl.gov/CS0149-W/index.html
https://csp-training-dev.llnl.gov/CS0149-W/getHelp.pdf
https://servicenow.llnl.gov/
https://www-csp.llnl.gov/
https://www-csp.llnl.gov/
https://servicenow.llnl.gov/
mailto:csoc@llnl.gov
https://www-csp.llnl.gov/oisso/oisso
https://www-csp.llnl.gov/oisso/oisso
https://ucm.llnl.gov/urm/idcplg?IdcService=GET_FILE&dDocName=P3413822&RevisionSelectionMethod=LatestReleased
mailto:spam@llnl.gov
mailto:csoc@llnl.gov
https://www-csp.llnl.gov/oisso/oisso
https://www-csp.llnl.gov/oisso/oisso
mailto:imt@llnl.gov
mailto:csoc@llnl.gov
https://security-r.llnl.gov/reporting/siro
https://security-r.llnl.gov/reporting/siro


responsibility of all Laboratory employees
to immediately report any potential
security incident.

(SIRO) 24/7
424-SIRO (7476)

PFD Sergeants Office
(925-422-7225) 
during off hours

 

Lost or stolen laptop  
    

Lost or stolen iPhone/iPad      

Property Management @ 925-423-3581 

925-424-HELP

Property site

ServiceNow

Laptops on Foreign Travel (LOFT)

Loaner Cell Phones or Mobile Devices

Check out laptop for LLNL business while
on foreign or domestic travel call 4-HELP

Call 4-HELP

ServiceNow

Service Now

See OnGuard Online for practical tips from the federal government and the technology industry to help you be on guard against Internet
fraud, secure your computer, and protect your personal information. 

See Staying Safe on Social Networking Sites for more security tips.

See Controlled Article Policy for the table of permissible uses on site.
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Acknowledgement

By attesting to this agreement, you are acknowledging that you have read, understand, and agree to comply with the above principles
governing the use of Lawrence Livermore National Laboratory computers, networks, peripherals, and media. 

Do you have both LLNL Active Directory (AD) credentials and an Official LLNL User Name (OUN)?

(Off-site collaborators
should select "No.")

Important Information

In order to complete the acknowledgement, receive a pass or fail confirmation email, and have your completion record in LTRAIN, you must use a
Lab supported browser. Refer to the chart below to determine the appropriate browser.

In order to receive both the confirmation email and a course completion, you must also have your pop-up blockers turned off.

If you need help configuring your browser, contact your Desktop Support group or 4-HELP (424-4357).

Lab Supported Browsers

Platform Minimum Browser

Windows Internet Explorer 11.X 
Firefox 60.X or greater

Mac Firefox 60.X or greater

* Acknowledgement will not work with Chrome or Safari.
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